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EHA-APM – Information Security Procedure 
Administrative Procedure 
Introduction 
A student, parent or staff member provides their personal information to the district 
trusting that the district will use it only as necessary to carry out the district's mandate. 
The security of personal information is compromised when the information is stored on 
portable information devices or when the information is transported to and from work 
and home. 
All district records created by staff in the course of their work are subject to the Access 
to Information Act and Protection of Privacy Act and are under the custody and or 
control of the district at all times. The Access to Information ActAccess to Information 
Act and  Protection of Privacy Act and the orders of the privacy commissioner provide 
standards for the security of personal information. 
DEFINITIONS 
Personal Information: under the Access to Information Act, "personal information" 
means recorded information about an identifiable individual, including: 

(i) the individual’s name, home or business address, home or business telephone 
number, home or business email address or other contact information, except 
where the individual has provided the information on behalf of the individual’s 
employer or principal, in the individual’s capacity as an employee or agent 

(ii) the individual's race, national or ethnic origin, colour or religious or political 
beliefs or associations, 

(iii) the individual's age, sex, sexual orientation, marital status or family status, 
(iv) an identifying number, symbol or other particular assigned to the individual, 
(v) the individual's fingerprints, other biometric information, blood type, genetic 

information or inheritable characteristics, 
(vi) information about the individual's health and health care history, including 

information about the individual’s physical or mental health, 
(vii) information about the individual's educational, financial, employment or criminal 

history, including criminal records where a pardon has been given, 
(viii) anyone else's opinions about the individual, and 
(ix) the individual's personal views or opinions, except if they are about someone 

else. 
Portable Information Devices (PID) and Portable Information Storage Media include (but 
is not limited to) the following: 

a. electronic computing and communication devices and media designed for 
mobility, including laptop, desktop, and in-vehicle personal computers, 
smartphones, personal data assistants, cellular devices, and other devices that 
have the ability to store data electronically, 
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b. CDs, DVDs, flash memory drives, zip drives, backup tapes, and other information 
storage media or devices that provide portability or mobility of data. 

Administrative Procedure 
1. School Administrators and Executive shall ensure that an adequate level of 

security is provided for personal information that is in their control and custody 
and shall ensure that the staff they supervise are aware of the following 
responsibilities. 
All employees who use personal information in the execution of their duties shall: 

a. use secure remote connections to access personal information on the 
district network rather than storing personal information on PIDs whenever 
possible; and 

b. refrain from loading personal information on PIDs unless it is impossible to 
carry out their duties without this information; and 

c. only copy, download or transport the personal information that is required 
for specific tasks; and 

d. keep the paper records and PIDs secure; and 
e. maintain an inventory or copy of the personal information temporarily 

stored at home or on PIDs under their control; and 
f. ensure that district information on a PID can be replaced if the storage 

device is lost or stolen; and 
g. destroy or remove transitory paper, digital or electronic records and or 

return district records containing personal information about students, 
parents and staff of Peace Wapiti Public School Division when it is no 
longer needed to carry out their duties. 

2. PID configuration specifications - If personal information must be placed on a 
PID, then that information must be password protected and encrypted. For 
further technical details about passwords, encryption, device deactivation, 
remote information deletion and other technical solutions, refer to the Technology 
Handbook 

3. District staff using PIDs that contain personal information shall follow these 
security procedures:  

a. ensure the portable device is labeled with appropriate contact information 
in case of loss; and 

b. do not leave portable devices or portable storage in non-secured areas; 
and 

c. do not leave portable device or portable storage in an unlocked vehicle; 
place the devices and storage in a locked trunk; and 

d. any personal information on PID must be encrypted; and  
e. ensure that PIDs are protected by strong passwords; and  
f. confer with district technical support for specific technology help, including 

procedures for the encryption of data.  

https://livepwsd76ab.sharepoint.com/:w:/r/sites/central-Technology/Shared%20Documents/TechnologyHandbook.docx?d=w0500150f5739447caca8db11fd83d7d3&csf=1&web=1&e=aWst74
https://livepwsd76ab.sharepoint.com/:w:/r/sites/central-Technology/Shared%20Documents/TechnologyHandbook.docx?d=w0500150f5739447caca8db11fd83d7d3&csf=1&web=1&e=aWst74


EHA-APM – Information Security Procedure 
Administrative Procedure 
 

Page 3 of 3 

4. Employees shall report incidents involving personal information as follows (The 
personal information could be contained on laptops, blackberries, paper files, 
cameras , misdirected e-mails, e-mails that contain the home e-mail addresses of 
staff, parents or students, etc.): 

a. immediately report loss, theft or unauthorized access of personal 
information and other security related incidents to a supervisor and to the 
Superintendent: and 

i. immediately report theft of PIDs or records containing personal 
information to local police; and 

ii. document the details of any loss, theft, unauthorized access of 
PIDs, or personal information security-related incident, including an 
inventory of the personal data involved. 

b. Any person aware of an unreported loss, theft or compromise of personal 
information shall make a report to their supervisor and the superintendent 
of schools as soon as possible. 

c. A Privacy Breach Risk Assessment shall be prepared and if applicable, 
notification letters to all individuals whose personal information was 
subject to an inadvertent disclosure shall be sent out as soon as possible. 

5. Violations of this regulation shall result in disciplinary action for individuals, up to 
and including termination. 

 
 
 
REFERENCES  
Cross References: Exhibit 1: Privacy Breach Risk Assessment Form 

EHAA-APM – Use of Third-Party Programs 
Access to Information Act 
Protection of Privacy Act 

Owner: Corporate Secretary 
Date Last Reviewed: 2025/26 
Next Review: 2028/29 

 

https://kings-printer.alberta.ca/1266.cfm?page=a01p4.cfm&leg_type=Acts&isbncln=9780779853786
https://kings-printer.alberta.ca/1266.cfm?page=p28p5.cfm&leg_type=Acts&isbncln=9780779853793

